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Why the problem is unsolvable:

It's too big.

Risk perception is immature.

Offense development and
proliferation are too fast.

The [T-environment is toa vulnerable
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Wery bad in Embedded Industrial IT.

The benchmark is always NSA/CIA!

IT-security doesn't really work.

It's too complex.
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It's too big.

The IT-environment is too vulnerable

» Too many vulnerabilities

- Still very bad baseline quality
assurance practices

- Too many structural weaknesses,
too

+ Too many vectors to protect

- Massive lobbying to distract from oo
this problem )
Defect Risk by Component
o a o Dedmer
Dwrears. [ 1°]
Dviwers Post a5z
O LL]
Drreers Saging a0
= an
Wetweariing 62
Setmarad ax
Eomned T
Dwraers- 1508 LX)
Ly 54
Al Oafers. a4
Defect Rate Embedded/

Industrial Software: 3%




lhe ll-environmentis to

» Too many vulnerabilities

- Still very bad baseline quality
assurance practices

- Too many structural weaknesses, &
too

- Too many vectors to protect

- Massive lobbying to distract from

this problem



<o Very bad in Embedded/Industrial IT.
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Defect Rate Embedded/
Industrial Software: 3%




































































































